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Zero-Knowledge Proofs of Knowledge

Definition

A Zero-Knowledge Proof has the following properties:
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Zero-Knowledge Proofs of Knowledge

Definition
A Zero-Knowledge Proof has the following properties:

» Completeness: if an honest P knows a valid witness and
both follow the protocol then in the last step )V accepts.
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Zero-Knowledge Proofs of Knowledge

Definition
A Zero-Knowledge Proof has the following properties:

» Completeness: if an honest P knows a valid witness and
both follow the protocol then in the last step )V accepts.

» Soundness: a malicious prover can not convince a verifier of

a false statement.
&
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Zero-Knowledge Proofs of Knowledge

Definition
A Zero-Knowledge Proof has the following properties:

» Completeness: if an honest P knows a valid witness and
both follow the protocol then in the last step )V accepts.
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» Soundness: a malicious prover can not convince a verifier of
a false statement.
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» Zero-Knowledge: the conversation does not leak any

relevant information besides what it is intended to prove.
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Ring-Learning With Errors

Let s(x) be a secret polynomial in Rq = Zg4[x]/ (x" +1) and x a
probability distribution over R4. Choose a; <—g Rq and e; <—r X
and compute

aj-s+e.
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Ring-Learning With Errors

Let s(x) be a secret polynomial in Rq = Zg4[x]/ (x" +1) and x a
probability distribution over R4. Choose a; <—g Rq and e; <—r X
and compute

aj-s+e.

Definition (Decisional-RLWE)

Distinguish samples {(a;j,ai - s+ €;) | aj <r Rq, € <r x} from
uniformly random {(a;, b;) | aj, bi <—r Rq}.
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Ring-Learning With Errors

Let s(x) be a secret polynomial in Rq = Zg4[x]/ (x" +1) and x a
probability distribution over R4. Choose a; <—g Rq and e; <—r X
and compute

aj-s+e.

Definition (Decisional-RLWE)

Distinguish samples {(a;j,ai - s+ €;) | aj <r Rq, € <r x} from
uniformly random {(a;, b;) | aj, bi <—r Rq}.

Definition (Search-RLWE)
Find s given polynomially many RLWE samples {(a;,a; - s + €)}.
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LPR encryption scheme

> Key Generation: given a <—g R4 and s, e <—g X, output the
secret key s and the public key (a,b=a-s+e).

Voting'21
Correctness of a Shuffle



Lattices
fo] To)

LPR encryption scheme

> Key Generation: given a <—g R4 and s, e <—g X, output the
secret key s and the public key (a,b=a-s+e).

» Encryption: given an n-bit message z € {0,1}", choose
r, ey, e, <pr Xx. Output:

(u,v):(a~r+eu,b-r+ev+g-‘ z) € Rg X Rq
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LPR encryption scheme

> Key Generation: given a <—g R4 and s, e <—g X, output the
secret key s and the public key (a,b=a-s+e).

» Encryption: given an n-bit message z € {0,1}", choose
r, ey, e, <pr Xx. Output:

(u,v)=(a-r+ey,b-r+e + Lg-‘ z) € Rg X Rq
» Decryption:

v—u-s:(r-e—s-eu—i—ev)%—[ﬂ 4

Voting'21
Correctness of a Shuffle



Lattices

ooe

Towards efficient ZKPoK for a lattice shuffle

Existing techniques

» Existing proposals require linear space [CMM17; Str19;
CMM19].

» Efficient arguments of knowledge exist for circuit satisfiability
with sublinear size [Bau+18].
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» Re-encryption as a circuit

Re-encryption can be done adding an encryption of 0, that is, it
only requires multiplications and additions in Rg:

(4, V') = (u,v) + Enc(pk,0,r e}, €,)
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» Re-encryption as a circuit
Re-encryption can be done adding an encryption of 0, that is, it
only requires multiplications and additions in Rg:

(4, V') = (u,v) + Enc(pk,0,r e}, €,)

Small elements

» The main issue is to prove that something is small.
» We prove (r/ + B)...(rl + 1)ri(rl = 1)...(r/ — B) =0.

/ /
> Analogously for e, ; and e ;.
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» Permutation as a circuit

Figure: Switch off (b = 0) Figure: Switch on (b=1)
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Shorter Lattice-based Zero-Knowledge Proofs for the
Correctness of a Shuffle

> Circuit size of M € O ( N - (nka + nlog23 4 nIog(N)) )
gates.

» Communication complexity: proof of size

O(y/ Mlog3(M) log(Q)).
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Attention
Before the rounding step of the decryption

v—u‘s:(Zr'e—s-Zeu—i-ZeV)—i-Lg1 -z

the result depends on the secret key s and the error terms Y e,

and > e,.

This has to be considered to avoid any leakage of information.
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